















































characterization combined with non-verbal human communication such as facial expression and
body language, provides insight about the operator’s emotions and produces neurofeedback to
potentially provide users with awareness and self-adjustment of their own brain function.
Monitoring would allow for accurate, reliable detection of fatigue, attentiveness and mood which

could allow for adaptation of systems or the environment.

The progression of biosensing technologies for brain imaging in the future will move away
from today’s traditional BCls to augmented BCls for everyday use.** Future BCls will enable
direct control of everyday objects such as lights, radio, telecommunications, computers, and so
on. To achieve this level of control BCls would need to analyze neural signals to add
information beyond what could easily be obtained through manual input or other channels. As
BCI technology advances, persons will be increasingly able to operate complex systems in
environments that exceed the degree of freedom of our human motor systems. These advances
in BCI will allow for sequential rather than parallel function that would be very applicable to
aviation and space system operations. In 2008 a Human Performance report by the MITRE
Corporation sponsored by the Office of the Director of Defense Research and Engineering
(DDR&E) cited a DARPA call for proposals for the suitability of non-invasive BCls for military
applications, specifically in developing subconscious recognition of targets or threats.*
Researchers at the U.S. Army Research Laboratory conclude applications in the near-term will
most likely remain task-oriented. In the far-term BClIs will emerge in a holistic approach of
applications that will merge brain, behavior, task, and environmental information with
sophisticated sensing and computational analysis much like current cloud technology.®*®* DARPA
received $240 million, and the Army, Navy, and Air Force $113 million, in 2011 for cognitive

neuroscience research.®” The rate of research and computational advances will transition from
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task-oriented to behavior-oriented in the coming decades and will make significant

advancements in mental, physical, and emotional control.

BCI Major Hurdles: Security, Social, Ethical, Moral, and Legal Issues

There will be several major challenges facing future BCI applications in the United States that
will significantly limit its use. First and foremost of these challenges will be security issues.
Currently the United States is engaged with countering cyber-attacks across commercial and
government systems. Additionally, future BCI technology will have the ability to capture a
user’s cognitive activities which will likely have social, ethical and legal repercussions in
Western democracies. Many countries don’t share the legal constraints and ethical issues that

prevent American researchers from exploring human performance improvements.

BCI Security and Privacy

The National Science Foundation has sponsored research by the University California
Berkeley, the University of Oxford, and the University of Geneva that explored the feasibility of
side-channel attack with BCI using low cost, commercially available BCI hardware and
software. They concluded that even with today’s rudimentary devices, a third-party attacker
could read EEG signals and produce text and images on a screen. These researchers conducted
several experiments that demonstrated that private information such as PIN numbers, area of
residence, and other private information could be ascertained with high confidence. They also
concluded that as the quality of devices improves, the success rate of attacks would also
improve. One challenge is the fact that brain-wave signatures are user unique and therefore
difficult to manipulate, but any system trained to recognize a particular user’s EEG patterns

could be used to extract information. 8
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As the speed of information sharing increases, and with the continued convergence of man and
machine, BCI will have tremendous security and privacy implications. BCI may produce useful
biometrics much like fingerprint and iris scanning but will require significant safeguards. BCI
will require direct assessment of the brain in context of a computational system. This assessment
will be very beneficial to add context to communication however, this will render serious privacy
concerns because of the computer interface requirement. Another serious concern will be
liability issues; how will accountability be assessed in regard to correct intent but incorrect

detection?®®

BCI Ethical and Legal Considerations

Future BCI will not only have an impact on individuals, but society as a whole. The prospect
of BCI entertainment, neuroprostheses, online neuroresearching and marketing, and cognitive
performance enhancement span a host of ethical challenges.*® Most ethical issues for medical
applications can be readily addressed, but privacy issues and “mind-reading” concerns for
general users will require ethical debate. The debate over research versus treatment will likely
arise, especially in the development of new technologies.** Future scenarios using
neurofeedback to assess or control mood, emotion, fatigue, or cognitive functions may seem
extremely applicable for military operations but will raise major ethical and legal issues on what
the limit is on information gained, monitored or mental vulnerabilities manipulated. The right to
privacy could easily be violated and new laws on privacy and consent would likely be required to
address these issues. Lastly, if BCl enhancement gains in popularity limited competition will
initially drive costs and limit availability to only select populations, but as research and

commercialization continues this technology will become common-place.*
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Neuroscience research is often “dual use,” and BCI is no exception. State-of-the art research
in BCI is being developed for warfighter performance enhancement, and future BClIs will
connect to enhanced endurance exoskeletons.** The evolution of BCls may eventually benefit
both society and individual, but not without risks. In the military the Uniformed Code of
Military Justice requires soldiers, sailors, airmen, and marines to accept medical interventions,
such as immunizations and use of prophylaxis medications to render them fit for duty.** These
issues are typically reserved for combat deployment situations, but the freedom to accept or
decline what some would consider enhancements will further compound the ethical use of BCls
in military operations. Another issue with ethical and social ramifications is the use of BCI
technology for deception, detection, and interrogation. Currently, EEG P300 ERPs may prove to
be reliable for lie detection; however, under existing US law, using BCI technology within this
realm may challenge Fourth Amendment requirements on unreasonable search and seizure.*
Finally, Epithimios Parasidis, an Associate Professor of Law at the St. Louis University School
of Law recently argued in the April 2012 Conneticut Law Review, that the U.S. military has
committed egregious legal and ethical violations related to human enhancement and
experimental research, to include human-to-computer communication.*® He argues in his article
that there are legal and regulatory shortcomings for military neuroscience research, including
BCI.*" The social, ethical and legal considerations will significantly impede BCI utilization in
the United States and Western democracies. The Project BioShield Act of 2004 allows the FDA
to use instrumental products in an emergency. This law was enacted to grant the Department of
Defense authorization to administer Anthrax immunizations to service members.*® Similar

legislation may be necessary to enable the future BCI use by the United States Armed Forces.

BCI, Innovation Mercantilism and United States Strategy
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Global innovation competition has become increasing intense. In the Winter 2011 Issues in
Science and Technology article “Fighting Innovation Mercantilism,” author Stephen Ezell noted
that the output of scientific journal papers reached historic proportions in 2009.%° Not
surprisingly, many countries have developed innovation agencies and have adopted innovation as
a key component to national strategies. The 2010 United States National Security Strategy
states, “To succeed, we must also ensure that America stays on the cutting edge of the science
and innovation that supports our prosperity, defense, and international technological
leadership.”*® Innovation policy varies from country to country, and a positive-sum innovation
strategy that adheres to international trading rules and creates an environment of innovation
sharing is exceedingly rare. Today, win-win and zero-sum policies dominate the international
community’s approach to innovative technologies. China is among the top zero-sum focused
countries whose policies are more concentrated on mercantilism than technologic innovation.
This is evident by China’s persistent control of capital, and every day it is estimated that China
buys approximately US$1 billion in the currency markets to hold down the price of the
Renminbi. Further, many countries have continued to evade tariff reductions, and persist with
high tariffs on high-tech products and services.®* It is not only China; the EU has resisted
compliance with the World Trade Organization’s Information Technology Agreement. This
innovation mercantilism can have significant security implications for technologies such as BClI,

especially with the trade practices of China.
Chinese Mercantilism

There are many Chinese mercantile practices that are particularly concerning in terms of BCI
technologies. As previously discussed, the Chinese are investing heavily in neuroengineering

technologies. China has accumulated US$3.2 trillion in foreign exchange reserves over the last
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ten years. The Chinese strategy is to lead all advanced technology products and services. >
Therefore, China’s mercantilism represents a fundamental threat to the United States, and despite
international commitments to economic cooperation, history reveals that meaningful global
economic governance has a poor record. China is not acting alone. The future prospect exists
for China, the European Union, Brazil, India, Russia, and the United States to become embroiled
into a global mercantile competition with or without the involvement of other proxy nations.
Innovation advantages will become increasingly more zero-sum game and competitive advantage

in technology will require commitment through sound strategy.

Recommendations

Within the past decade the ability to bypass muscles and speech between a brain and a
computer has become a reality.*® The increasing research and development of BCI technology
will have revolutionizing effects and will require a robust military strategy that is capable of
employing, exploiting, and securing this technology across the entire spectrum of military
operations or we will lag behind. BCI technology needs to be an integral component of the
National Security Strategy through adequate funding, research and development, and
collaborative efforts with universities and industry. The National Defense Strategy should
specifically address program management and collaborative efforts between DARPA, the
Services and National Laboratories, the National Science Foundation and National Institutes of
Health to ensure coordinated research and development of this technology. The strategy should
also address coercive and deterrent utilization of BCI technology as its utility matures for
military platforms and weapons systems. Additionally, this strategy should integrate security

and surveillance of BCI military information and sensory applications as an added domain within
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the purview of established cyber security efforts. As BCI becomes increasingly integrated into
military platforms, a strategy to prepare and train airman needs to be developed. Finally, a legal

strategy needs to develop to assess the ethical, privacy, social, and accountability limits of BCI.

Conclusion

BCI seemed science fiction a decade ago, but there has been an explosion of neuroscience
research and development at the academic, commercial and governmental levels worldwide in
the last ten years. The utilization of BCI technology will evolve from the medical and
rehabilitation realm to commercial and military weapon and surveillance systems. The infusion
of this technology will grant a significant competitive edge to the established observe, orient,
decide, and act paradigm. Every major competitor to the United States, to include China, has
recognized the strategic advantages of BCI, with strategies to actively pursue this technology. It
is imperative that the United States Air Force, as the lead for cyber, space and air operations,
becomes and maintains the frontrunner for employing this technology to ensure dominance in an
age of expanding computing, information exchange, and movement toward an increasingly

mercantile global environment by 2032. It is time for a strategy.
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